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What Is Attestation?

Attestation is a process where a system proves its identity and integrity to another 
system using cryptographic evidence.

In Android's context (e.g., SafetyNet or Play Integrity API):
•Attestation is Google’s way of confirming that:

• The app is legitimate and untampered.
• The device is genuine, not rooted, not tampered, and is Play-certified.

Key properties of attestation:
• Uses hardware-backed cryptographic keys.
• Binds the attestation to:

• Device state (bootloader lock)
• App identity
• A random nonce

• Returns a signed Response from Google.



WHAT IS GOOGLE PLAY INTEGRITY API?

• Part of Google Play services

• Verifies if:

• The app is genuine and unmodified

• The device is certified (Play Protect certified)

• The app was installed from Google Play

• Server-side attestation model using signed responses from Google



ARCHITECTURE OVERVIEW

Client Side (App):

• Calls the Integrity API via Play Core library

• Receives signed response

Google Play Backend:

• Processes request

• Attests the app, device, installer

• Returns signed JWT payload

Developer Backend:
• Verifies and interprets response securely



https://developer.android.com/google/play/integrity/standard



Validate Request
• Confirms request came from a Play-distributed, untampered app.
• Uses app signature and installation source.

Perform Device & App Checks
• Evaluates:

• App authenticity (e.g., PLAY_RECOGNIZED)
• Device integrity (e.g., MEETS_DEVICE_INTEGRITY)
• Licensing/account status (optional)

Generate Signed Response
• Signs a JSON Web Token with Google’s private key.
•Token contains:

• Nonce + timestamp
• App info (package name, SHA-256 cert)
• Verdicts

Send JWT to App
•App can now send this token to the backend for secure verification and decision-making.



HOW GOOGLE CERTIFIES A NEW 
ANDROID DEVICE ?



Steps in Certifying a New Device:

1. OEM (e.g., Samsung, Xiaomi, etc.) submits the device for certification.
1. Includes firmware image, build fingerprint, and manufacturing info.

2. Google runs automated tests:
1. Compatibility Test Suite (CTS)
2. Security Test Suite (STS)
3. Google Test Suite (GTS)

These ensure the device adheres to Android compatibility standards and security policies.

3. Attestation Key Injection:
1. If certified, Google securely provisions attestation keys (for SafetyNet or Play Integrity).
2. These are stored in the device’s Trusted Execution Environment (TEE).
3. Only certified factories get access to this provisioning process.

4. Certification Complete:
1. Device is marked Play Protect certified in Google’s systems.
2. Can now pass MEETS_DEVICE_INTEGRITY or MEETS_STRONG_INTEGRITY.



UNIFIED ATTESTATION

What is UnifiedNLP?

• An open-source alternative to Google’s 
proprietary location services (Fused Location 
Provider).

Key Features:

• Provides location, geocoding, and activity 
recognition without Google Play Services.

Modular backend system:

• Wi-Fi, Cell, GPS backends (e.g., Mozilla Location 
Service, LocalGSMBackend).

What is UnifiedPush?

• A decentralized push notification system designed 
to replace Google’s FCM (Firebase Cloud Messaging).

Key Components:

• Distributor:  App or service that receives and delivers 
push messages (e.g., ntfy, Gotify, self-hosted).

• App: Registers with UnifiedPush API

• Push Server: Sends notifications to the distributor

inspired from unifiedPush and unifiedNLP



CHALLENGES

• Ask app developers to use this service on app and servers (Google Cloud Console)

• We should implement as System Service embedded in firmware (Google play services)

• We want this service to be Federated as much as possible (unlike Google play server)

• We have to verify devices security and sanity with Tests (Google CTS, STS …)

• We need trusted laboratories to run tests on devices (Google MADA third-party labs)





Android Google play services alternative:
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OTHER OPENSOURCE PROJECTS

Feature Unified Attestation GrapheneOS Auditor Warden Supreme

Freshness binding requestHash QR challenge or time-limited 
challenge

Nonce challenge

Proof carrier Signed token (EAT/JWS-like) Certificate chains CSR with attestation extension

Backend verify logic decodeToken (policy + federation) Server verifies local device data Backend verifies CSR + issues cert

Client SDK/Service System service (AIDL) Auditor app Client lib + server verifier



OTHER OPENSOURCE PROJECTS

• GrapheneOS Attestation

• Not a Play Integrity–style replacement

• No OEM device submission or certification ingestion

• No CTS / lab-certified device registry model

• No backend-issued integrity tokens for apps

• No app server–verifiable attestation API

• No provider discovery or backend selection

• No federation or enterprise trust model

• Not designed for commercial app ecosystems

• No standardized backend policy enforcement

• Warden Supreme

• Server side is a library, not an authoritative backend

• No global or OEM-submitted verified device registry

• Cannot pre-trust CTS / lab-certified device fleets

• No backend identity (issuer) or federation model

• Challenge/nonce lifecycle must be implemented 
externally

• No provider discovery or backend selection logic

• No unified admin, OEM, or app-dev control plane

• No ecosystem-level trust continuity across 
deployments

























TODO

• More testing 

• General UI/UX fixes

• Federation Tests

• Better Docs

• Implementing RKP server

• Validate Origin of the installed package



SUMMARY

• Open Source: Transparent, vendor-independent attestation framework to verify app integrity and device trust. 
without relying on Google services.

• App Integrity: Ensure the app is untampered using digital signatures or checksums.

• Device Integrity: Detect rooted/emulated/unofficial devices using secure.

• Signed Attestation: Generate and verify tamper-proof attestation tokens using public/private key pairs.

• Server-Side Validation: Provide a backend API for securely checking client claims, nonces, and timestamps.

• Operating System Independent: This service is not android only and can be implemented on Ubuntu 
Touch or other Mobile OS
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